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Abstract

Machine-learning detectors for malicious Ethereum smart contracts and transactions achieve high
in-distribution accuracy but collapse under evasion attacks that apply semantic-preserving mutations to
bytecode or subtle perturbations to transaction graphs, enabling zero-day exploits to bypass detection
in production. This project introduces AdvRobDet, a unified adversarial-learning framework that trains
robust classifiers via min-max optimization over bounded perturbations on both contract embeddings and
transaction sequences. Building upon our team’s prior work on ML-based dumb-contract detection, exploit
schooling, and analyzer evaluation [2, 3, 4, 5, 6, 7], AdvRobDet advances recent adversarial-robustness
efforts in blockchain ML [8, 9, 10, 11] by jointly hardening static contract and dynamic transaction
models under realistic EVM semantics. We detail the threat model, training procedure, evaluation on
adversarial benchmarks, and open-source deliverables, inviting collaborations in robust optimization and
real-time deployment.

Problem Formalization

Existing ML-based detectors for malicious smart contracts and transactions are limited by their vulnerability
to evasion: adversaries can craft semantically equivalent bytecode mutations (e.g., opcode reordering, dead-
code insertion) or minimal transaction-feature perturbations that preserve exploit intent while flipping model
predictions, leading to catastrophic false-negative rates in live environments. This project solves these
limitations through end-to-end adversarial training that explicitly optimizes robustness against a formal threat
model of bounded semantic-preserving perturbations, producing classifiers that maintain high detection
accuracy even under strong adaptive attacks.

The rapid growth of DeFi and NFT ecosystems has made automated detection of malicious smart contracts
(e.g., rug-pull, honeypot, or exploit templates) and malicious transaction sequences (flash-loan attacks, oracle
manipulations) a critical line of defense. Traditional static and dynamic analyzers suffer from scalability
issues, while purely data-driven ML models—although fast—remain brittle against adaptive adversaries who
optimize inputs to evade detection while preserving exploit semantics.

We formalize the problem under a unified threat model. A contract is represented by its bytecode
embedding xc ∈ Rd (obtained via our prior EVM-native encoders) and a transaction sequence by a temporal
graph snapshot xt = (G1, . . . , Gk). The detector fθ outputs a maliciousness score s = fθ(x) ∈ [0, 1]. An
adversary A crafts a perturbed input x̃ = x+ δ subject to a semantic budget ∥δ∥∞ ≤ ϵ and an equivalence
oracle ensuring functional behavior is unchanged (e.g., δ only permutes equivalent opcodes or reorders
non-interfering calls). The robust risk is defined as

Rrob(θ) = E(x,y)∼D

[
max

δ∈∆(x)
ℓ
(
fθ(x+ δ), y

)]
,
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where ∆(x) is the set of allowed perturbations and ℓ is a suitable loss (e.g., binary cross-entropy). We solve
the inner maximization via projected gradient descent on the perturbation (PGD) and the outer minimization
via standard SGD, yielding the adversarial-training objective

min
θ

max
δ

L(θ, δ) = Lcls(θ) + λLadv(θ, δ).

AdvRobDet is a dual-stream architecture: (1) a contract branch that augments our prior multimodal
EVM-FM embeddings with a certified-robust layer based on randomized smoothing over opcode substitutions,
and (2) a transaction branch that processes dynamic interaction graphs via temporal GNNs with adversarial
message-passing regularization. Cross-stream attention fuses contract-level and transaction-level signals
for end-to-end detection of both deployed malicious contracts and in-flight attack sequences. To handle
label scarcity, we incorporate semi-supervised contrastive pretraining on unlabeled mainnet data followed by
adversarial fine-tuning on labeled exploit traces.

Robustness evaluation follows a rigorous adversarial benchmark pipeline. We generate three attack
strengths—white-box PGD, black-box transfer from surrogate models, and semantic-constrained genetic
search—and measure certified accuracy under ℓ∞ and semantic equivalence budgets. Additional metrics
include attack success rate (ASR), clean accuracy, and detection latency on a production-like mempool replay.
We further quantify economic impact by simulating prevented losses on historical DeFi incidents.

This project produces open-source robust model checkpoints, an adversarial benchmark suite extending
our prior analyzer evaluation work, and a deployment toolkit for validators and security oracles. Expected
insights include quantitative trade-offs between robustness, accuracy, and inference cost, as well as new
theoretical bounds on perturbation budgets for EVM semantics.

We invite collaborators with expertise in certified robustness, game-theoretic adversary modeling, and
large-scale Ethereum data access. Industry partnerships for on-chain integration and red-team validation
are especially welcome; funded PhD and postdoc positions are available. Together we will raise the bar for
production-grade ML defenses against adaptive blockchain adversaries.
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