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Abstract

While vulnerability detection has advanced, the lack of reliable automated repair mechanisms leaves
smart contracts vulnerable to exploits post-audit. This project presents a hybrid repair framework that
combines generative AI with formal verification to synthesize patches guaranteeing functional preservation,
vulnerability elimination, and bounded gas overhead. Extending our team’s contributions to contract
analysis [2, 5, 3, 4, 6, 7], it addresses gaps in recent automated repair literature [8, 9]. The framework
will release open-source tools and verified patch corpora.

Problem Formalization

Existing automated repair tools are limited by weak formal guarantees, frequent introduction of new vulnera-
bilities, and poor gas-efficiency preservation, resulting in patches that developers cannot trust in production.
This project solves these by fusing LLM-guided constrained synthesis with relational equivalence checking,
multi-property SMT verification, and adversarial mutational testing to produce patches that are provably
correct, safe, and efficient.

Detection without reliable repair leaves developers with brittle and risky remediation options. This
project develops an automated repair framework that synthesizes patches while guaranteeing that (1) patched
contracts preserve intended functional behaviors, (2) they remove targeted vulnerabilities, and (3) they
maintain gas-efficiency and composability constraints. The approach fuses generative models (LLMs and
program synthesizers) with formal verification (SMT-based equivalence and invariant checking).

We formalize the task as follows. Given a vulnerable contract C (bytecode B and specification Ψ
capturing intended behavior) and a vulnerability predicate ϕV , produce a patched contract Ĉ that satisfies
three constraints:

(Correctness) ∀σ, ∀τ Ψ(σ, τ, C) ⇒ Ψ(σ, τ, Ĉ),

(Safety) ¬∃τ ϕV (T (σ0, τ), Ĉ),

(Resource) cost(Ĉ) ≤ cost(C) + ϵ,

where cost is a gas consumption estimate and ϵ is an allowable overhead.
The repair pipeline composes three modules. First, a vulnerability-localizer identifies the minimal

program region R associated with the violation using trace attribution and influence analysis. Second,
a constrained synthesizer (guided by LLM proposals) enumerates candidate patches {Ĉj} restricted to a
syntactic and semantic patch grammar GR (e.g., reentrancy guards, access checks, integer-safe arithmetic).
Third, a verifier performs (a) functional equivalence checking under the intended specification Ψ for non-
affected behaviors and (b) vulnerability absence checking via bounded symbolic execution or SMT proving.
Equivalence checking uses relational verification techniques that assert observational equivalence on specified
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public interfaces; we employ a bounded equivalence decision procedure E(Ĉ, C,Ψ) that returns SAT/UNSAT
or unknown, and the synthesizer rejects candidates that violate constraints.

To bridge the gap where formal specs Ψ are absent, we adopt specification mining techniques that
infer likely invariants and postconditions from test suites and historical execution traces. A reinforcement
learning layer optimizes the synthesizer to prefer small, generalizable patches; the reward function balances
vulnerability suppression, functional preservation, and gas cost. Formally, for a policy π producing patch
proposals, the RL objective maximizes expected reward

EĈ∼π

[
R(Ĉ)

]
= E

[
w1 · 1safety(Ĉ) + w2 · 1equiv(Ĉ)− w3 ·∆cost(Ĉ)

]
.

A key research challenge is avoiding introducing new vulnerabilities. We therefore explicitly perform
multi-property verification and integrate adversarial mutational testing: after a candidate patch passes the
verifier, we use mutation operators and exploit-generation models to attempt to find secondary vulnerabilities;
only patches that survive both formal checks and adversarial testing are recommended.

Expected outcomes include an open-sourced synthesizer-verifier pipeline, a corpus of verified patched
contracts, and empirical studies comparing human-applied patches versus automated patches with respect
to security, correctness and gas overhead. We invite collaborators with expertise in program synthesis,
SMT/theorem proving, and large-scale deployment to join the project and co-author evaluation papers;
industry partners who are willing to test patches on audit pipelines are particularly welcome.
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